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This is NOT the kind of censorship 
I’ll be talking about in this talk



  



  



  Tested 3,844,875 products (books or otherwise)



  



  



  

We do NOT study amazon.ae / 
amazon.sa censorship



  

We study amazon.com



  



  

Why out of stock?
● How do we distinguish between a product being 

temporarily out of stock versus a product being 
censored by Amazon in that region?

● Solution: All Offers Display
https://www.amazon.com/dp/B00A8S24I0/
→
https://www.amazon.com/dp/B00A8S24I0/?aod=1

https://www.amazon.com/dp/B00A8S24I0/
https://www.amazon.com/dp/B00A8S24I0/?aod=1


  



  



  



  

Results
● Many different types of products are restricted
● Regulatory: WiFi, car seats, etc.
● Most restricted products were: Books
● 1.1% of the books in our data set Amazon 

restricted from shipping to at least one Middle 
Eastern country



  

Amazon Error Message Rate

Currently unavailable 74%
Temporarily out of stock 23%
Cannot ship to location 3%



  

Top restricted categories in UAE

0 100 200 300 400 500 600 700 800 900

Books › Literature & Fiction › Short Stories & Anthologies
Books › Mystery, Thriller & Suspense › Mystery
Books › Teen & Young Adult › Literature & Fiction
Books › Literature & Fiction › Action & Adventure
Books › Teen & Young Adult › Science Fiction & Fantasy
Books › Religion & Spirituality › Occult & Paranormal
Books › Comics & Graphic Novels › Graphic Novels
Books › Mystery, Thriller & Suspense › Thrillers & Suspense
Books › Foreign Language Books › French
Books
Books › Science Fiction & Fantasy › Fantasy
Books › Comics & Graphic Novels › Manga
Books › Foreign Language Books › Japanese
Books › Religion & Spirituality › New Age & Spirituality
Books › Literature & Fiction › Genre Fiction



  

Collateral censorship

Censorship was highly sensitive to the presence 
of keywords.
● Nietzsche’s Gay Science
● Breast cancer books
● “Food porn” cookbooks
● Books about “Oracle” database software
● “Rainbow” candy



  

Globally expanding measurements
● Take 1,000 products selected at random 

restricted in at least one Middle Eastern country
● Test for restriction in all 239 Amazon regions



  

Censorship regimes

Amazon centrally applies a small number of 
shared restriction regimes

Measured overlap in censorship with our 1,000 
randomly chosen censored products
● Minimal overlap
● Medium overlap
● High overlap



  

Minimal overlap
● Most countries / regions



  

Moderate overlap
● MENA

Jordan, Egypt, Bahrain, Oman, Kuwait, Qatar, 
Lebanon, Saudi Arabia

● Asia
Maldives, Brunei Darussalam

● Africa
Zambia, Seychelles

● Oceania
Papua New Guinea



  

High overlap
● United Arab Emirates
● Notably, the United Arab Emirates experienced 

the most censorship overall



  

Reported our findings to Amazon
● Did a followup study a year later
● No more misleading “temporarily out of stock” 

messages
● Collateral censorship a little better



  

Takeaways
● Amazon disguised location-based shipping 

restrictions as ordinary unavailability
● Centralized, keyword-sensitive rules create 

collateral censorship
● Amazon applies shared restriction regimes 

across countries
● After disclosure, its messages were accurate 

and false positives declined
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