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Characterizing Automated Censorship
in Online Translation Services
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Chinese translation platforms analyzed

Service Total %#CN %US % TW % HK

Alibaba 100.2K 33.3  6.50 1.35 1.28
Baidu 52.9M 91.1 1.52 1.80 1.56
Tencent 791.4K 39.3  2.85 3.35 N/A
Youdao 7.2M 86.2  2.55 1.96 2.39




Microsoft's Bing Translate

Chinese Simplified v = English
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Modeling censorship rules

(ordered, keyword, combinations)
Covers:

e singletons
e .“common.*regular.*expressions.”
e {unordered, keyword, combinations}

ordered + keyword + combination



Automated algorithm

Source: “President Xi Jinping gave a motivating speech despite the bad weather.”
Censorship rule: Xi + Jinping + bad

Censorship oracle: censored ()X) or not ([%4)?

X PresidentXiJinpinggaveamotivatingspeechdespitethebadweather



Binary search for end of component

PresidentXiJinpinggaveamotiva
PresidentXiJinpinggaveamotivatingspeechdespi
PresidentXiJinpinggaveamotivatingspeechdespitetheba

X PresidentXiJinpinggaveamotivatingspeechdespitethebadwea
¥ PresidentXiJinpinggaveamotivatingspeechdespitethebadw
X PresidentXiJinpinggaveamotivatingspeechdespitethebad



Linear search for beginning (typically faster than binary)
PresidentXidinpinggaveamotivatingspeechdespitetheba%.d

PresidentXiJinpinggaveamotivatingspeechdespitetheba%o.ad
¥ PresidentXiJinpinggaveamotivatingspeechdespitetheba%obad

bad (< incomplete rule)



Binary search for end of component (#2)

¥ PresidentXiJinpinggaveamo%obad
PresidentXiJ%.bad

X PresidentXiJinping%obad
PresidentXiJinp%obad
PresidentXiJinpi%.bad
PresidentXiJinpin%oebad («— bisected end)



Linear search for beginning (#2)

PresidentXiJinpin%og%oebad
PresidentXiJinpin%ong%obad
PresidentXiJinpin%oing%obad
PresidentXiJinpin%oping%.bad
PresidentXiJinpin%onping%obad
PresidentXiJinpin%o.inping%obad

¥ PresidentXiJinpin%oJinping%obad («— found beginning)

Jinping%obad (< incomplete rule)



Binary search for end of component (#3)

Presiden%oJinping%obad

X PresidentXiJ%oJinping%obad
PresidentX%oJinping%obad
X PresidentXi%oJinping%obad



Linear scan for beginning (#3)

PresidentX%oi%oJinping%obad
X PresidentX%oXi%oJinping%oebad

X Xi%oJinping%obad («— complete rule & & &)



Linear scan for beginning (#3)

PresidentX%oi%oJinping%obad
X PresidentX%oXi%oJinping%oebad

M Xi%oJinping%ebad (— complete rule € & &)

Original input:

“President Xi Jinping gave a motivating speech despite the bad weather.”
Final output:

Xi + Jinping + bad



Testing keywords one-by-one

o Slow!
e Limited to simple rules!
e INACCURATE!



Our algorithm

e [aster!
e Discover complicated rules!
e ACCURATE!



Weibo has apparently censored Canadian PM Justin Trudeau’s name.
Search his name and you’d only see posts from official accounts (Blue
V).

n
. And his nickname /\1 2 (little potato) too. So is English word “potato”.
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Widely used phrases
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(1) Tsai Ing wen is the President of Taiwan. (3) Donald Trump is
the President of the United States.

) B #E =i~ TIE B
English v
Translation
Tone v rg
N/



Qéf # F B R
CHINA DIGITAL TIMES

(M2 ERIX] TR &
J, BRI ZEREIRE
202457 H09H

KBROGE—Z|, WG LEETELO—R]. FREF
R BERIRIR A AR ARYE, HAMIESIER,
RBRBHNBRRAFEL T EERR, X—AHEEREN
EE3| 2T REMEMNLE, HZA"RESNEIN
—Z2H5R.



18,863 People
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505,903 general rules

BEERFATBIHAZMRAEEKERNIRBRORARZ LURIAEERMBEZEETAHLFRERID/NTEEN RiFRITAFER L
SHER L RRfuckiB AR FABAEHA ~RER FRM B E B RBE R Lt ZHTAMERA FHFFERITFREXERRILRE ZRBES T
BERSHETFEASHASFITEL HEREBEREH= R M ELNIFERVIEZMEMABRIRIIUER B/\—RERRRTRTESK
ARREFERFREARMKEEZERAB - —EXZ NNEHENSEHIEBF EREERXECE REFEZNAEERE RIS FTELRHGSE
AL FEEATMEREOH RFBRILRETHELRE LELMBHEFELBMILBR BEATHERDERFRE L ILELRZEMERERKET
BREXTRRTRMS B RRBELRREEZNITHE SEMKR RS AT ESERESE REREL AT RO ERIL A RERRE
SEEFHEUEFRERAZREARE IR EERRERIGISFHBTI/\RIFR 85 LEHREBNEREENIEMFRAZENEX ITIE
INARBRAERFERA AR GG ERFREPEHBITMRSER AR ECEREAMPERERKREMR BEEsex— R ERARRSHEKRS
FER K EHENAGIMGEIL R ZERBEMFHEAKEZER shitaRBEGITF— R EFHRL N EMBEHFLFRILRIBTHIFERE CRER
HEHBRIBLLBRTF AT NENASHTIRERREE 6 R E & falunyl] &1L R 442 LR T ZARA SRR 77 A +/ IR 0T G =KD E RN BIBRIR A
MEHHREGFRRAREZELZEREREAFIRARVBRABFIETHI AFRBEREARECRUIAKRZEMBRRET XRTHEREE
FEOBZOMBTARFRAERYEIIFA EXMAEXEHFELREARRERELX RUSZENBERHRLE AN LEEARE
RLANRFEE HFRRFminghuith & F 1 BB FHEE=BHME AMZ MRS ZREHFEMBRNTR BERRSHEEFEIRH AELNER
hEZERRIMAMBENR THEZEDIMIIT CNEBRHERHRXHRAIRBFRICTHEERREX BBEREHE R XEABITR MR
IRDVEEL AR E BHEEINDFIERLLEEFERLABENE - HRBARFECIRAERER ) X MEANE/RUESEREIHILA
MARESEEEWERMRRANLLHENEEZEFLBENE EHAC/NBEAEERV EEANAZEERTMERLRIAEER BELER
FohELERE LRI ZBHTM RFE BHRKP AT R LR B HIF 18 8 F5RIE FARbitchEEHR/NSE X B M a TR S AR R AL TE
RS EM BLRYKIBEFAFTIILKESTF RRIIFFBrenminbaoZERH M A &L A bEH 412 Lk peacehall I EEE 2R E KR 1
X 58 hzhengjian B AIBEHRB A X FEHF R A 2 EH NBEAKXFEEILAREEETE FREFAFTFESRNLEFEE K EAFHER B
SRR EWINERYEMAE B A 25 5K/ TN F sl S MERFH ERNFEEERRAMEBUE P EREE bNESRFAREH18REFIUA
T4E BT EMRERH SRR L RIBENEREZ BTMDBUHE B F £ TRIREE M Ea v RE DBEREFh P IR S i F iR T g
RFER—FEFREHBBUAILE/\& FREEEXFIZE dajiyuan D RKFNFFHRELTRE D 5 BB MEF NG 3 = £ X RETE R B SRR
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505,903 general rules
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MEHHREGFRRAREZELZEREREAFIRARVBRABFIETHI AFRBEREARECRUIAKRZEMBRRET XRTHEREE
FEOBZOMBTARFRAERYEIIFA EXMAEXEHFELREARRERELX RUSZENBERHRLE AN LEEARE
RLANRFEE HFRRFminghuith & F 1 BB FHEE=BHME AMZ MRS ZREHFEMBRNTR BERRSHEEFEIRH AELNER
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RS EM BLRYKIBEFAFTIILKESTF RRIIFFBrenminbaoZERH M A &L A bEH 412 Lk peacehall I EEE 2R E KR 1
X 58 hzhengjian B AIBEHRB A X FEHF R A 2 EH NBEAKXFEEILAREEETE FREFAFTFESRNLEFEE K EAFHER B
SRR EWINERYEMAE B A 25 5K/ TN F sl S MERFH ERNFEEERRAMEBUE P EREE bNESRFAREH18REFIUA
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Results

Service  Detection mechanism # (people) # (general)
Alibaba Keyword combination 344 N/A
Baidu Keyword 3 131
Bing Regular expression 3 31
Tencent Keyword combination 4 2,452
Youdao  Multiple types 45 9,414
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% of category in sample
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Youdao’s ML rules...

ME + AR + $8= (Lord Hu + Hu Jin + Jintao, an unintuitive
rule targeting Hu Jintao criticism)

fhigigiRizie B B8R L E12 (not translatable,
but contains the characters #¢ “fuck” and £ “Mao [Zedong]”)

PR + 02 + 1R + IR + 1R + 1R + 4B + D + Mk + X (screw + screw +
screw + screw + screw + screw + [a homophone of Xi] + D
+ [a homophone of X] + X)



Practical implications

e Microsoft Bing had less censorship

e Although most extreme method, also most obvious
method of censorship

e Bing censored fewest categories

e Bing being better — far from a foregone conclusion!



Chinese translation platforms analyzed

Service Total %#CN %US % TW % HK

Alibaba 100.2K 33.3  6.50 1.35 1.28
Baidu 52.9M 91.1 1.52 1.80 1.56
Tencent 791.4K 39.3  2.85 3.35 N/A
Youdao 7.2M 86.2  2.55 1.96 2.39




Questions?

All discovered censorship rules:

https://github.com/citizenlab/chat-censorship/tree/master/translator



https://github.com/citizenlab/chat-censorship/tree/master/translator

