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Hi, how’s it 
going!!! ;)

→



Chinese translation platforms analyzed



Microsoft’s Bing Translate



Modeling censorship rules

(ordered, keyword, combinations)

Covers:

● singletons
● .*common.*regular.*expressions.*
● {unordered, keyword, combinations}

ordered + keyword + combination



Automated algorithm

Source: “President Xi Jinping gave a motivating speech despite the bad weather.”

Censorship rule: Xi + Jinping + bad

Censorship oracle: censored (❌) or not (✅)?

❌ PresidentXiJinpinggaveamotivatingspeechdespitethebadweather



Binary search for end of component 

✅ PresidentXiJinpinggaveamotiva
✅ PresidentXiJinpinggaveamotivatingspeechdespi
✅ PresidentXiJinpinggaveamotivatingspeechdespitetheba
❌ PresidentXiJinpinggaveamotivatingspeechdespitethebadwea
❌ PresidentXiJinpinggaveamotivatingspeechdespitethebadw
❌ PresidentXiJinpinggaveamotivatingspeechdespitethebad



Linear search for beginning (typically faster than binary)

✅ PresidentXiJinpinggaveamotivatingspeechdespitetheba‰d
✅ PresidentXiJinpinggaveamotivatingspeechdespitetheba‰ad
❌ PresidentXiJinpinggaveamotivatingspeechdespitetheba‰bad

✅ bad (← incomplete rule)



❌ PresidentXiJinpinggaveamo‰bad
✅ PresidentXiJ‰bad
❌ PresidentXiJinping‰bad
✅ PresidentXiJinp‰bad
✅ PresidentXiJinpi‰bad
✅ PresidentXiJinpin‰bad (← bisected end)

Binary search for end of component (#2)



Linear search for beginning (#2)

✅ PresidentXiJinpin‰g‰bad
✅ PresidentXiJinpin‰ng‰bad
✅ PresidentXiJinpin‰ing‰bad
✅ PresidentXiJinpin‰ping‰bad
✅ PresidentXiJinpin‰nping‰bad
✅ PresidentXiJinpin‰inping‰bad
❌ PresidentXiJinpin‰Jinping‰bad (← found beginning)

✅ Jinping‰bad (← incomplete rule)



✅ Presiden‰Jinping‰bad
❌ PresidentXiJ‰Jinping‰bad
✅ PresidentX‰Jinping‰bad
❌ PresidentXi‰Jinping‰bad

Binary search for end of component (#3)



Linear scan for beginning (#3)

✅ PresidentX‰i‰Jinping‰bad
❌ PresidentX‰Xi‰Jinping‰bad

❌ Xi‰Jinping‰bad (← complete rule 🎉🎉🎉)



Linear scan for beginning (#3)

✅ PresidentX‰i‰Jinping‰bad
❌ PresidentX‰Xi‰Jinping‰bad

❌ Xi‰Jinping‰bad (← complete rule 🎉🎉🎉)

Original input:
“President Xi Jinping gave a motivating speech despite the bad weather.”

Final output:
Xi + Jinping + bad



Testing keywords one-by-one

● Slow!
● Limited to simple rules!
● INACCURATE!



Our algorithm

● Faster!
● Discover complicated rules!
● ACCURATE!
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江核心淫乱鸦片两个中国妈的猪操刘少奇枪决女犯陰道军长发威密穴毛一鲜波霸肉欲车仑操日逼宋祖英氵去女优梁光烈亂倫性高潮蒙古独立阴

门发正念妈逼淫叫淫贱狗娘裸聊处女激情小电影虐待上海帮猪聋畸黄色小电影阳痿官商勾结昏药胡紧套自杀手册色欲发抡功明慧毛片强硬发言陰

唇动乱后庭买卖枪支穆斯林锦涛禁书赌球K粉九评反党幼交自制手枪自杀指南陰戶A片bitch王宝森小参考达赖喇嘛偷拍奸操她淫妇私服发论功淫

液淫秽胡景涛他妈发伦功张立昌李红痔王岐山大法弟子枪决现场特码renminbao淫娃蒋介石发论公狗b基地组织傻比peacehall办理证件煞笔朱德

枪支弹药zhengjian阝月插我破处共军新党方励之回教风骚人大陈至立中南海淫汁色诱投毒杀人群奸变态反动坐台蒋经国贱比希特勒去你妈的叶

剑英人权民猪法輪功唐家璇血腥图片陰蒂张小平花花公子鲍彤封从德政府新华内情官逼民反尻外挂政治中国猪嫩 b肉壶高校群体事件18禁异议人

士牛逼监听王你爸反封锁技术发抡招妓破鞋麻醉乙醚TMD喷精赌博李先念激情靖国神社革命可卡因 吗啡网特孙中山庆红高丽棒子輪功远程偷拍

黑手党一本道严家其推油政治犯王八蛋亲民党毛主席陰莖 dajiyuan分裂张春桥李铁映江流氓马克思骚女麻醉钢枪共产主义天葬江澤民日死你狗卵

子独裁东条英机反社会新闻封锁藏獨下体天安門露点政治反 对派猛插鸡鸡sb东土耳其斯坦干妳江贼萨达姆子女任职名单摩门教机巴熟女私处迫

害高校暴乱黄片强效失意药浪穴牛比黃菊中宣部晚年周恩来發倫走私穆罕默



505,903 general rules 
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考造反发骚新唐人河殇你妈逼北京之春神通加持法阴水台湾狗 shit强暴退党鸡奸一党专制天安门日你妈静坐东北独立政变独立台湾会法仑贺国强
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四事件胡锦淘陈希同成人电影巨乳爱液烂货法愣马英九保钓屠杀精子卖国干她乳头李克强转法轮法伦黑社会包皮二逼你娘大逼丁关根干他主席淫
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Results



People



General



Youdao’s ML rules…

胡主 + 胡錦 + 錦濤 (Lord Hu + Hu Jin + Jintao, an unintuitive
rule targeting Hu Jintao criticism)

他操操你操操蛋操朝鲜操比毛操 (not translatable,
but contains the characters 操 “fuck” and 毛 “Mao [Zedong]”)

螺 + 螺 + 螺 + 螺 + 螺 + 螺 + 蟢 + D + 哒 + 大 (screw + screw +
screw + screw + screw + screw + [a homophone of Xi] + D
+ [a homophone of 大] + 大)



Practical implications

● Microsoft Bing had less censorship
● Although most extreme method, also most obvious 

method of censorship
● Bing censored fewest categories
● Bing being better — far from a foregone conclusion!



Chinese translation platforms analyzed



Questions?

All discovered censorship rules:

https://github.com/citizenlab/chat-censorship/tree/master/translator

https://github.com/citizenlab/chat-censorship/tree/master/translator

