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What’s a Chinese IME?

26 keys, 26 letters



What’s a Chinese IME?

1,000s of characters?



What’s a Chinese IME?



How does one type/input Chinese?



What’s a Chinese IME?

9 buttons, 26 letters!?



Landscape of Chinese IMEs



Landscape of Chinese IMEs







Uh oh



See, e.g.: You Shouldn’t Collect My Secrets: Thwarting Sensitive Keystroke 
Leakage in Mobile IME Apps (Chen et al.) USENIX Security 2015



They are keyloggers



This talk is not about how they are keyloggers



Threat model

● Attacks on Tencent’s: CBC padding oracle
● All other attacks? Passively decryptable.











* Default keyboard on device



Baidu for Android
(Preloaded onto Samsung)







Baidu for Android (Preloaded onto Samsung)

● Randomly generate “AES” key k1
● “Generate” “AES” key k2
● “AES”-encrypt k1 with k2
● Encrypt message with k1
● Transmit encrypted k1 and encrypted message



“Generate”?

● How does recipient know k2?
● Effectively a hard-coded key



“AES”?

● Modified AES with additional permutations…
● Security through obscurity…



{0: [800,
     1276,
     10,
     0,
     '92F8EE78F1DDCBE74CFEB1166F70883D%7C0',
     'a1|SM-T220-gta7litewifi|320',
     '8.5.20.4',
     'com.android.settings.intelligence',
     '1012497q',
     b'',
     ['2你好惨又热大腿'],
     b''],
 1: [0, b'', 'nihaocanyoureadthis']}



Baidu cryptography for Windows

● Mostly cosmetic differences versus Baidu on Samsung
● “AES”v2
● Instead of additional permutations…
● One fewer round



[...]
2 {
    1: "nihaocanyoureadthis"
    5: 3407918
  }
3 {
    1: 107
    2: 10
    5: 1
  }
4 {
    1: "1133d4c64afbf1feda85d3c497dd6164|0"
    2: "wn1||0"
    3: "6.0.3.44"
    4: "notepad.exe"
  }
[...]



Generalizing attacks

Attacks can generally be extended to…

● decrypting incoming data
● spoofing data
● modifying data







* Default keyboard on device



* Default keyboard on device



Let’s zoom out a bit!



Source: https://www.businessofapps.com/data/most-popular-apps/ (1/30/2024)

Most downloaded apps in 2023?
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Source: https://www.businessofapps.com/data/most-popular-apps/ (1/30/2024)

Most downloaded apps in 2023?

1 WeChat 1012
2 Alipay 901
3 Taobao 795
4 Pinduoduo 728
5 Instagram 696
6 Douyin 695

7 TikTok 654
8 QQ 583
9 Facebook 553

10 Baidu 491
11 Kuaishou 480
12 WhatsApp 475

https://www.businessofapps.com/data/most-popular-apps/




Source: https://www.businessofapps.com/data/most-popular-apps/ (1/30/2024)

How many always use HTTPS/TLS?

WeChat 1012
Alipay 901
Taobao 795
Pinduoduo 728
Instagram 696
Douyin 695

TikTok 654
QQ 583
Facebook 553
Baidu 491
Kuaishou 480
WhatsApp 475

https://www.businessofapps.com/data/most-popular-apps/


Source: https://www.businessofapps.com/data/most-popular-apps/ (1/30/2024)

How many always use HTTPS/TLS?

❌ WeChat 1012
❌ Alipay 901
❌ Taobao 795
❌ Pinduoduo 728
✅ Instagram 696
✅ Douyin 695

✅ TikTok 654
❌ QQ 583
✅ Facebook 553
❌ Baidu 491
❌ Kuaishou 480
✅WhatsApp 475

*but they’re also not not encrypting…

many of them are using proprietary cryptography

https://www.businessofapps.com/data/most-popular-apps/


Oh no



Growing body of evidence

● Chinese browsers [1]
● Prominent Latin American apps [2]
● LINE [3]

[1] Privacy and Security Issues in BAT Web Browsers. (Knockel at al.)
[2] Analyzing Prominent Mobile Apps in Latin America. (Kujath et al.)
[3] Analysis of end-to-end encryption in the LINE messaging application. (Espinoza et al.)



● Large, understudied app ecosystems still have serious and easily exploited 
vulnerabilities in their cryptosystems

● These vulnerabilities may be under active exploitation
● More work is needed to further characterize the “shape” of this class of apps 

so that we can better predict which apps still need our attention and help fix 
them

Conclusions



Thank you!

Tons more details in the paper!

Questions?


